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ABSTRACT

The deployment of Al systems in real-world, high-stakes applications demands
strong guarantees on trustworthiness, including fairness, robustness, and safety.
However, modern learning systems often exhibit undesirable behaviors such as bias,
brittleness, or leakage of sensitive concepts, arising from a small but influential sub-
set of training signals. This thesis investigates selection as a principled and general
mechanism for controlling Al trustworthiness by carefully choosing what the model
learns from.

The first part of this thesis focuses on classical supervised learning and proposes
VTruST, a data-centric framework for constructing trustworthy training datasets.
VTruST formulates data subset selection as a controllable value-function optimiza-
tion problem, enabling explicit trade-offs between accuracy, fairness, and robust-
ness. By posing data valuation as an online sparse approximation problem and
introducing an efficient online Orthogonal Matching Pursuit-based selection al-
gorithm, VTruST identifies high-impact training samples that govern trustworthi-
ness outcomes. Extensive experiments across social, image, and scientific datasets
demonstrate that models trained on VTruST-selected subsets outperform state-of-
the-art baselines while also providing data-centric explanations for trust-related be-
haviors.

The second part of the thesis extends the selection-centric perspective to large
language models (LLMs), where trust violations often manifest through prompt-
dependent exposure of biased or harmful concepts. We introduce MPSelectTune,
a prompt-type selection framework for robust concept unlearning in LLMs. MPSe-

lectTune adopts a two-stage fine-tuning strategy that first leverages multiple prompt
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types and then identifies and fine-tunes on the worst-case prompt type, i.e., the
prompt that most effectively elicits the sensitive concept. This adversarial prompt
selection significantly reduces worst-case concept leakage while preserving main
task performance across diverse prompt variations. Experimental results on multi-
ple benchmarks and LLM architectures show consistent improvements over existing
unlearning methods in both average and worst-case settings.

Together, these contributions establish the selection of training signals, data
points in supervised learning, and prompt types in LLMs as a unifying and effective

paradigm for controlling trustworthiness in Al systems.

Keywords: Trustworthy Al, Data-Centric Al, Dataset Selection, Concept Unlearn-

ing, Large Language Models, Prompt Selection



Contents

Table of Contents XV
List of Figures xvii
List of Tables Xix
1 Introduction 1
1.1 Data-Centric Al and the Role of Selection . . . . . ... ... ... .... 2
1.2 Data Selection for Trustworthy Supervised Learning . . . . . . .. .. .. 2
1.3 Trustworthiness Challenges in Large Language Models . . . . . . ... .. 3
1.4 Prompt Selection for Trustworthy LLM Unlearning . . . . . ... ... .. 4
1.5 A Unified Selection-Centric Perspective . . . . . . ... ... ... .... 4
1.6 Contributions of the Thesis . . . . . . .. .. ... .. ... .. ...... 5
1.7 Organizationof the Thesis . . . . . . . .. ... ... ... ... .... 6
2 Literature Survey 7
2.1 Introduction . . . . . . . . .. 7
2.2 Trustworthy Al: Fairness and Robustness . . . . . ... ... .. .. ... 8
2.3 Data-Centric Al and Data Valuation . . . . ... ... ... ........ 9
2.4 Data Subset Selection for Trust Objectives . . . . . . . .. ... ... ... 9
2.5 Concept Erasure and Machine Unlearning in LLMs . . . . . . .. ... .. 10
2.6 Summary and Research Gaps . . . . . .. .. ... ... ... ..., 11

3 VTruST: Controllable value function based subset selection for Data-Centric
Trustworthy Al 13
3.1 Introduction . . . . . . . . . ... 13
3.2 VTruST: Value-driven Trustworthy Al through Selection of Training Data . 15
3.2.1 A Controllable Value Function-based Framework for DCTAI . . . . 15
3.2.2  Value Functions for Trustworthy Data-centric AI . . . . . ... .. 16
3.2.3  An online-OMP algorithm for online sparse approximation . . . . . 18
3.3 EXperiments . . . . . . . ... e e e 19
3.3.1 Error rate, Fairness and Robustness on Social Data . . . . . . . . . 19
3.3.2 Accuracy and Robustness on Image and Scientific Datasets . . . . . 20

XV



Xvi CONTENTS
3.3.3 Data-centric analysis: Post hoc explanation . . . .. ... ... .. 22
34 Conclusions . . . . . . . . . . e e e e 23

4 MPSelectTune: Prompt-type Selection for Fine-tuning improves Concept Un-
learning in LLMs 25
4.1 Introduction . . . . . . . . . . . e e 25
42 LLM Concept Unlearning . . . . . . . .. .. ... ... ... ..... 27
4.2.1 Problem Definition . . . . . . .. ... ... L Lo 27
4.2.2 Joint Prediction Prompt . . . . . ... ... oo 29
4.2.3  Loss functions for Concept Unlearning . . . . .. ... ... ... 30
4.2.4  Prompt-type selection for LLM Concept Unlearning . . . . . . . . 32
43 Experimental Results . . . . . .. .. ... ... ... ... .. .. ... 33
43.1 Experimental Setup . . . . . ... ... ... .. 34
4.3.2 Comparison of Unlearning Performance . . . . . . ... ... ... 37
43.3 Analysisof Prompts . . ... .. ... ... ... .. .. ... 39
4.3.4 Ablation study of loss functions . . . . .. ... ... ..., 39
4.3.5 Generalization to Unseen Prompt Types . . . . . . ... ... ... 40
4.4 Conclusions . . . . . . . ... 41
S Conclusion and Future Work 43
5.1 Summary of Contributions . . . . . . .. ... .. ... .......... 43

5.1.1 Controllable Data Subset Selection for Trustworthy AI (VTruST) . 44
5.1.2  Prompt-Type Selection for Robust Concept Unlearning in LLMs

(MPSelectTune) . . . . . ... . . . ... . .. 45
52 Future Work . . . . . . . . ... 45
Bibliography 47

Publications from the Thesis 57



List of Figures

1.1

1.2

3.1

3.2
33

34

4.1
4.2
4.3

Overview of the VIruST framework. VTruST formulates data subset se-
lection as an optimization over a controllable value function that explicitly
balances accuracy, fairness, and robustness objectives to construct trust-
worthy training datasets. . . . . . .. .. ... Lo Lo
Prompt-type selection for robust and worst-case-aware concept unlearning
in large language models. . . . . . . ... ... L o L.

Controlling trade-offs in trustworthiness metrics for social data —
Adult Census. . . . . . . . .. ...
Box plot representation of CF-gap. . . . . . ... .. ... ........
Data Map for randomly taken 5000 samples from Tinylmagenet and
CIFARI10 augmented training dataset . . . . . .. ... ... ... ...
Anecdotal samples from VTruST-R & SSR with High Distinctiveness
and Uncertainty from TinyImagenet for class Compass. . . . . . . . . .

Overview of the proposed MPSelectTune framework. . . . . . . .. .. ..
Prompt structure with instruction, exemplars, and test input. . . . . . . ..
Left: Concept Accuracy for few prompt-types. Right: Generalization of

the proposed methods to unseen prompt types. . . . . . . . . .. ... ..

xvii






List of Tables

1.1
3.1

3.2

33
3.4

4.1

4.2

4.3

4.4

4.5

Selection mechanisms across learning paradigms. . . . . . . . ... .. ..

Comparison of VIruST-F with baselines over 60% subset for fairness
evaluation. . . . . .. ...
Comparison of VIruST-R over varying subset sizes for robustness eval-
uation. The numbers in brackets indicate the difference with the sec-
ond best among baselines. . . . . . .. ... ... ... ... .. ...,
Performance comparison on scientific datasets . . . . . . ... ... ..
Sample instances with High Counterfactual Token Fairness Gap . . . .

Comparison of unlearning performance on BIOS and RT-Gender datasets
with LLM-based Baselines. The values in brackets show percentage point
improvement (+ for main task and — for concept) over the closest baseline
(Anitalics). . . . . . . . e e
Comparison of unlearning performance on Toxic Bias and Adult Census
datasets with LLLM-based Baselines. The values in brackets show percent-
age point improvement (+ for main task and — for concept) over the closest
baseline (initalics). . . . . . . . . . . . . e
Performance comparison with Pre-LLM baselines (representation unlearn-
ing). The values in brackets show percentage point improvement (+ for
main task and — for concept) over the closest baseline (in italics). . . . . . .
Unlearning on SciQ-WMDP-Bio Dataset using Llama-2, Llama-3.1, and
Mistral-7B . . . . . . e
Ablation of loss function components in MPSelectTune on Bios Dataset
withLlama-2 . . . . ... ... .

Xix

5

37






Chapter 1

Introduction

Artificial Intelligence (Al) systems have achieved remarkable success across a wide range
of applications, including computer vision, natural language processing, recommender sys-
tems, and decision support systems. These advances are primarily driven by progress in
deep learning architectures [1, 2], the availability of large-scale datasets, and increasing
computational resources. Consequently, AI models are now routinely deployed in high-

impact real-world domains such as hiring, healthcare, finance, education, and governance.

Despite these successes, the widespread deployment of Al systems has raised serious
concerns regarding their trustworthiness. Empirical studies have shown that machine learn-
ing models can exhibit unfair or discriminatory behavior due to biased training data [3,4],
fail under distribution shifts and adversarial perturbations [5], and unintentionally memo-
rize or reveal sensitive or harmful information [6, 7]. Such failures undermine user trust

and limit the safe adoption of Al systems in sensitive applications.

Trustworthy Al is a multi-faceted concept encompassing fairness, robustness, safety,
privacy, and accountability [8, 9]. Importantly, recent evidence suggests that many trust
violations are not solely caused by model architecture choices, but are deeply rooted in
the data and training signals used to build Al systems. This observation motivates a shift
from purely model-centric approaches toward mechanisms that explicitly control training

influence.
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1.1 Data-Centric AI and the Role of Selection

Recent research has advocated a paradigm shift toward data-centric AI, where improving
data quality, selection, and usage is prioritized over designing increasingly complex mod-
els [10, 11]. Several studies have demonstrated that a relatively small subset of training
examples can disproportionately influence model predictions, robustness, and bias [12,13].
This observation highlights the importance of identifying and controlling which data points

shape model behavior.

Data subset selection has emerged as an effective approach to address this challenge.
Rather than training on the entire dataset, subset selection methods aim to identify infor-
mative or influential samples that optimize a given objective. Prior work has explored data
selection for computational efficiency [14, 15], robustness [16], and fairness-aware learn-
ing [17,18]. However, most existing methods focus on a single objective and offer limited

flexibility in balancing multiple trustworthiness goals simultaneously.

1.2 Data Selection for Trustworthy Supervised Learning

In supervised learning, real-world datasets frequently contain redundant, noisy, or biased
samples. These imperfections can amplify unfairness, reduce robustness, and lead to un-
stable generalization under distribution shifts [17, 19]. Traditional mitigation techniques
such as reweighting or regularization typically operate implicitly and provide limited inter-

pretability regarding which data points contribute to trust violations.

Data subset selection provides a more explicit and interpretable alternative by directly
selecting training samples that optimize specific trust objectives. Figure 1.1 illustrates how
data subset selection can act as a control mechanism for trustworthiness in supervised learn-

ing.

In the first part of this thesis, we introduce VTruST, a value-function-based data subset
selection framework for controlling multiple trust objectives, including accuracy, fairness,

and robustness. VTruST formulates subset selection as an optimization problem over a
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Train and Val Dataset

Model with Checkpoints

Value Function

VTruST

Subset of Data

Figure 1.1 Overview of the VIruST framework. VTruST formulates data subset selection
as an optimization over a controllable value function that explicitly balances accuracy,
fairness, and robustness objectives to construct trustworthy training datasets.

learned value function and employs an efficient online selection strategy inspired by sparse
approximation techniques [20, 21]. This framework provides both scalability and inter-
pretability, enabling practitioners to reason about how selected data subsets influence model

behavior.

1.3 Trustworthiness Challenges in Large Language Mod-

els

Large language models (LLMs) such as BERT [22] and LLaMA [23] have demonstrated
strong generalization capabilities through large-scale pretraining and fine-tuning. These
models underpin a wide range of applications, including conversational agents, content

generation, and decision support systems.

Despite their success, LLMs are known to encode sensitive, biased, or harmful con-
cepts that may be revealed depending on how the model is prompted [7,24]. This prompt-

dependent behavior raises serious concerns regarding safety, privacy, and responsible de-
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ployment, particularly in open-ended generation settings.

1.4 Prompt Selection for Trustworthy LLM Unlearning

Machine unlearning has emerged as a promising approach to mitigate such risks by selec-
tively removing specific knowledge or behaviors from trained models [25,26]. Existing
unlearning methods typically rely on fine-tuning, parameter editing, or representation-level

interventions.

Recent studies have shown that unlearning effectiveness is highly prompt-dependent,
with certain prompt types inducing significantly higher concept leakage than others [27,28].
Consequently, evaluating unlearning under average-case prompts can obscure worst-case

failures.

To address this issue, the second part of this thesis introduces MPSelectTune, a prompt-
type selection framework that identifies prompt types inducing maximum concept leakage
and uses them as adversarial signals during fine-tuning. By explicitly optimizing against
worst-case prompt types, MPSelectTune achieves stronger and more reliable unlearning

across unseen prompt distributions while preserving task performance (Figure 1.2).

1.5 A Unified Selection-Centric Perspective

Although VTruST and MPSelectTune operate in different learning paradigms, they share
a common principle: selection as a control mechanism for trustworthiness. In supervised
learning, selecting influential data points determines the gradients that shape model param-
eters. In LLM fine-tuning, selecting prompt types determines how internal representations

are adapted during learning.

This thesis presents a unified selection-centric view of trustworthy Al, demonstrating
that careful selection of training signals can effectively control undesirable behaviors across

learning settings.
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Figure 1.2 Prompt-type selection for robust and worst-case-aware concept unlearning in
large language models.

Table 1.1 Selection mechanisms across learning paradigms.

Aspect Supervised Learning LLM Fine-Tuning

Selection Unit Data samples Prompt types
Trust Objective  Fairness, robustness ~ Safety, unlearning

Failure Mode Biased gradients Concept leakage

1.6 Contributions of the Thesis

The main contributions of this thesis are summarized as follows:

* We propose VTruST, a controllable data subset selection framework for optimizing

multiple trustworthiness objectives in supervised learning.

* We introduce MPSelectTune, a prompt-type selection strategy for robust and worst-

case-aware concept unlearning in large language models.

* We present a unified selection-centric perspective that connects data-centric Al and

LLM unlearning under a common trust control framework.
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1.7 Organization of the Thesis

The remainder of this thesis is organized as follows:

Chapter 2 reviews related work on data-centric Al, data subset selection, trustworthy

machine learning, and machine unlearning.

Chapter 3 presents the proposed VTruST framework for trustworthy supervised

learning.

Chapter 4 introduces MPSelectTune for prompt-type selection in LLM unlearning.

Chapter 5 concludes the thesis and discusses directions for future research.



Chapter 2

Literature Survey

2.1 Introduction

As discussed in Chapter 1, the central theme of this thesis is to improve the trustworthi-
ness of Al systems by explicitly controlling the training signals that shape model behavior.
Specifically, this thesis investigates two complementary settings: (i) supervised learning,
where training data selection plays a critical role in determining fairness and robustness,
and (ii) large language model (LLM) fine-tuning, where prompt selection strongly influ-

ences safety and concept leakage.

In this chapter, we present a comprehensive review of prior work related to these
themes. We first survey literature on trustworthy Al, highlighting fairness, robustness, and
their inherent trade-offs. We then review data-centric Al and data subset selection meth-
ods, which motivate selection-based control mechanisms in supervised learning. Next, we
discuss existing approaches to machine unlearning and concept erasure, with a focus on
challenges unique to LLMs. Finally, we summarize the limitations of existing methods

that motivate the approaches proposed in this thesis.

The chapter is organized as follows:

» Section 2.2 reviews literature on trustworthy Al, including fairness and robustness.
7
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Section 2.3 surveys data-centric Al and data valuation methods.

Section 2.4 discusses data subset selection for trust objectives.

Section 2.5 reviews concept erasure and machine unlearning in LLMs.

Section 2.6 summarizes research gaps and positions this thesis.

2.2 Trustworthy Al: Fairness and Robustness

Trustworthy Al aims to ensure that machine learning systems behave reliably, ethically,
and safely when deployed in real-world settings [11]. Among the many dimensions of

trustworthiness, fairness and robustness have received the most attention.

Fairness-focused research seeks to mitigate discriminatory outcomes across sensitive
attributes such as gender or race. Early approaches include representation learning methods
that enforce group-level parity [29], reweighting or resampling strategies [18,30], and data
augmentation techniques [31,32]. Robustness-oriented research, on the other hand, focuses

on improving model stability under distribution shifts or adversarial perturbations [16].

Recent studies have highlighted inherent trade-offs between trustworthiness objectives.
For example, improving fairness can reduce accuracy [18], while enhancing robustness
may degrade standard performance [33]. Other works analyze the interaction between fair-
ness and robustness [17]. These trade-offs indicate that no single model-centric solution

can simultaneously optimize all trust objectives.

Most existing methods operate by modifying model architectures, training objectives,
or optimization constraints. While effective, such approaches offer limited interpretability

and do not provide explicit control over how different trust objectives are balanced.
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2.3 Data-Centric AI and Data Valuation

Data-centric AI (DCAI) emphasizes improving model performance and trustworthiness by
optimizing data rather than model architecture [10, 11]. A growing body of work shows

that training data quality and composition significantly influence model behavior.

Several studies focus on identifying easy, hard, or ambiguous samples using confidence-
based heuristics [34, 35] or loss dynamics [36]. Other works aim to detect mislabeled or

low-quality samples [37].

Another prominent line of research explores data valuation, where each training sam-
ple is assigned an importance score. Methods include Shapley-value-based approaches
[13,38], influence functions [12,39], reinforcement learning [40], gradient-based approx-
imations [15,41], and training-free metrics [42,43]. These techniques primarily optimize

for predictive performance and often incur high computational costs.

Importantly, most existing data valuation methods focus solely on accuracy and do
not explicitly account for fairness or robustness. Moreover, they do not provide a user-
controllable mechanism to balance multiple trust objectives. Recent work by Roh et al. [17]

and Liang et al. [11] highlight this gap between data valuation and trustworthiness.

2.4 Data Subset Selection for Trust Objectives

Data subset selection methods aim to identify a subset of training samples that preserves or
improves model performance while reducing computational or trust-related costs. Coreset
methods select representative samples for efficiency [14], while gradient-based methods

select influential points [15].

Some recent works explicitly consider trust objectives. Roh et al. [17] propose select-
ing samples to improve both fairness and robustness by balancing sensitive groups. While
effective, such methods rely on fixed constraints and do not allow continuous trade-offs

between objectives.
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Overall, existing approaches lack a unified framework that allows explicit, user-controllable
trade-offs across multiple trustworthiness dimensions. This limitation motivates the need

for flexible, value-function-based data selection mechanisms.

2.5 Concept Erasure and Machine Unlearning in LL.Ms

Machine unlearning aims to remove specific information or behaviors from trained models
without full retraining. Early work on concept erasure focused on removing linear correla-
tions between representations and sensitive attributes [44]. Subsequent methods extended

this to kernelized and non-linear settings [45,46].

With the advent of large language models (LLMs), unlearning has become more chal-
lenging due to large-scale pretraining and entangled representations. Recent works study
information unlearning for privacy and safety [24,47]. Gradient ascent-based fine-tuning

[6,26], dememorization [48,49], and parameter editing [S0] have shown promise.

Another line of work explores in-context or post-hoc interventions, such as prompt-
based filtering [27] or external negation models [25]. However, these methods often depend
on carefully designed prompts and may fail under adversarial or unseen prompt distribu-

tions.

Recent studies reveal that concept leakage in LLMs is highly prompt-dependent, and
evaluating unlearning under average-case prompts can mask worst-case failures [28]. Ex-

isting methods largely overlook this prompt sensitivity.

RL-based Safety Methods. Reinforcement learning from human feedback (RLHF) [51]
and Direct Preference Optimization (DPO) [52] have been used for safety alignment by
training reward models that penalize harmful outputs. While effective for broad alignment,
these methods require expensive reward model training and human annotation. In contrast,
MPSelectTune (Chapter 4) operates via supervised fine-tuning with adversarial prompt se-

lection, avoiding reward model dependencies while achieving targeted concept removal.
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2.6 Summary and Research Gaps

The literature reveals several important gaps. First, most trustworthy Al methods are
model-centric and offer limited interpretability or control. Second, data valuation and sub-
set selection methods primarily optimize accuracy and lack mechanisms to balance fairness
and robustness. Third, existing unlearning approaches for LLMs do not explicitly account

for prompt-dependent worst-case behavior.

This thesis addresses these gaps by proposing selection-based control mechanisms in
both supervised learning and LLLM fine-tuning. By framing trustworthiness as a selection
problem, over data samples or prompt types, the proposed approaches offer scalable, inter-

pretable, and controllable solutions for trustworthy Al.






Chapter 3

VTruST: Controllable
value function based subset selection

for Data-Centric Trustworthy Al

3.1 Introduction

Trustworthiness [8,9] of predictions made by Machine Learning models is crucial in many
applications. In applications impacting society, e.g. loan eligibility prediction [3], crimi-
nal recidivism risk prediction [53], etc, fairness in prediction across different marginalized
groups is as important as overall prediction accuracy. Similarly, the robustness of object
detection systems for autonomous driving against perturbed input images [54], or robust-
ness against label corruption in phase transition prediction of sub-atomic particles [55]
are important metrics compared to overall prediction accuracy. Tradeoffs between various
notions of fairness with accuracy, e.g. individual fairness (demographic parity/equalized
odds) [18, 30] or group fairness (Accurate Fairness) [56] are being studied for different
models and training mechanisms. Similar studies have also been reported on inherent
tradeoffs between feature robustness in images [57,58] with accuracy, and adversarial label
robustness [33,59]. While inherent tradeoffs between the trustworthiness metrics such as

accuracy vs fairness or robustness is generally accepted, the nature of additional bias in-

13
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troduced by algorithms e.g adversarial training [59] or FairBatch [18] is not clear. In this

work, we follow a data-centric approach to designing trustworthy Al techniques.

Data-centric approaches to Al model development [10] strive to design methods for
creating high-quality training datasets, that when used with standard SGD-based training
algorithm can lead to models with specific trustworthiness properties. This eliminates the
algorithmic bias introduced by specific algorithms, while limiting the bias only to the newly
created training dataset, which is easier to interpret. While many data valuation [12,13,39]
techniques have been developed for the selection of high-quality training data subsets, most
of them optimize only one property, e.g. validation set error rate. While well-known met-
rics for robustness and fairness exist, their use as a viable and efficient value function
remains to be studied. A key research issue in designing a data-centric approach is the
design of an appropriate “value function” that captures the notion of value of a training dat-
apoint (toward trustworthiness metrics) while also being efficiently optimizable. Another
important research question is: can the value functions corresponding to various trustwor-
thiness metrics be combined into a single value function using user-defined weightage? In
this work we address these research questions, effectively leading to a general data-centric

framework to achieve user-controlled tradeoffs between different trustworthiness metrics.

We propose additive value functions for accuracy, fairness, and robustness, which can
be combined to form composite value functions. The additiveness of the value functions is
a key property that allows us to pose the problem of training data valuation and selection as
an online sparse approximation problem. We propose a novel online orthogonal matching
pursuit (OMP) algorithm that greedily replaces features corresponding to a selected data-
point with those of a new datapoint, if there is a net improvement in the overall value of
the selected set. Unlike the traditional OMP [60] which makes a pass through the entire
training dataset to select an example, the proposed online OMP makes a pass through the
selected datapoints (a much smaller set) at the time of training update to optionally replace
an existing selected point. Experimental results on various applications demonstrate that
models trained on subsets selected by VTruST can outperform all state-of-the-art baselines

by ~ 10 — 20% and can also provide data-centric explanations behind its performance.



3.2 VTruST: Value-driven Trustworthy Al through Selection of Training Data 15

3.2 VTruST: Value-driven Trustworthy Al through Selec-

tion of Training Data

We propose a controllable value function-based framework for developing trustworthy
models using a data-centric paradigm. Our system has two components: (1) A general
value function-based framework that allows users to specify a combination of trustworthi-
ness metrics (sections 3.2.1 and 3.2.2), and (2) a novel online subset selection algorithm
for constructing high-quality training dataset based on the specified value function (section
3.2.3).

3.2.1 A Controllable Value Function-based Framework for DCTAI

Let D = {d;li = 1,2,..,N} be the training dataset and D' = {d}|j = 1,2,.., M} be
the validation dataset. Every datapoint ' € D’ can be used to define the value function
V(6,d’) which is used for calculating the value of a model §. Given a run of model train-
ing, we define the incremental value function v} (d}) as the decrease in loss incurred due to
an SGD update [61] using the datapoint d;: v!(d}) = 1(0;~",d;) — (6}, d), where 6]
and 0! are the model parameters before and after the SGD update involving the train-
ing datapoint d; in the t* epoch. Hence the value of a model #7 can be defined as:
V(d;) = S SN o (d}) Vd' € D'. We overload the notation to define the value function
vector V(D') = Y21, SO wl(D'), where v!(D’) € RM is the vector of incremental values

over all validation set datapoints.

Our data-centric framework aims to find a subset of training datapoints S € D that
leads to a high-value model 6" after training for t-epochs. Let 7; = > ,_, ZZ]\; v (D)

be the cumulative value function till the ¢t**

epoch. We formulate the training data subset
selection problem as a sparse approximation: ¥ ~ >, cocp Qi > _ vF(D")] , where
«; are the weights for the selected training datapoint d;. Next, using a second order
Taylor series expansion of the change in loss function and plugging in the SGD update
0: — 071 = n,VI(0:"", d;), we obtain the following approximation for each term in the

value function [(0}, D) — 1(0;', D) ~ n,VI(0; ', d;))TVI(O; ', D) + O(||0F — 6,71 [2).
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We truncate the Taylor expansion till the second-order terms to arrive at the following

sparse approximation problem: i & 3 e [22:1 sz } Vt = 1,..,T where X¥ =
. : i—1 gA\T i1 92
VZ(Q;C_1’ di)Terlk_lu DI) + (VI(0, " ds) QVl(gk D))

calculated in epoch t. We use ¥; and X ! to denote the predictor and predicted variables for

are the features for the i'" training point

valuating training datapoint d; using the entire validation set D’. The main challenge in
solving this approximation problem is that we need to store all the features X ¥ for all train-
ing datapoints ¢ over epochs £ = 1, ..., ¢, in order to compute 22:1 X . This becomes pro-
hibitively expensive. Instead, we solve the following online sparse approximation (OSA)

problem for each epoch ¢:

g~y BIXE 3.1)
(p.g)€S:

Here, S, is the set of selected training datapoints after epoch t. Note that the set S; can
contain datapoints indexed by p with features from any of the epochs ¢ = 1,...,7. We
constrain the size of .S; to be less than a user-specified parameter w. We describe an online
algorithm for solving the above problem in Section 3.2.3. Note that the value function
V(D') only needs to be additive over the training datapoints and epochs for the above
formulation to be valid. Hence, this framework applies to a composite value function
V(D') = > 4 AsVy(D'), where each value function Vy(.) satisfies the additive property.
This leads us to a general controllable framework for incorporating many trustworthiness

value functions, controlled using the user-specified weights ;.

3.2.2 Value Functions for Trustworthy Data-centric Al

For the accuracy metric, we use the value function proposed in [61], which is de-
fined as the decrease in loss incurred due to an SGD update using the datapoint d;:

vi(dy) = 1(0;~", ;) — 1(6;, d;) where 6, and 0; are the model parameters before and after
the SGD update involving the training datapoint d; in the *"

value function vector in defined as V,(D') = 3., SN (D).

epoch. Hence, the accuracy

Robustness Value Function: Training data augmentation using various perturbations has

been observed to improve robust accuracy [62,63]. We use various perturbations to create
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the augmented training set D, and validation set D/, from D and D’ respectively. The
robustness value function is defined as V(D) = 21, 3° seipup,y L(04: D) —1(0771, D).

Since V, is derived from the loss function (that is additive), it also follows the additive

property.

Fairness Value Function: Existing literature in fairness [18,30] uses equalized odds (EO)
disparity and demographic parity disparity for achieving fair models. Let z € X" be the in-
put domain, {yo, y1} € ) be the true binary labels, and {z, z; } € Z be the sensitive binary
attributes. We define the fairness value function as the change in EO disparity: V¢(D') =
S S eped(0l, D) — ed(0i', D). Based on [64], it is defined as the maximum
difference in accuracy between the sensitive groups (z € Z) pre-conditioned on the true
label (y € V): ed(6, D) = max(|[l(6. D), .,) ~1(8. D}, )| [1(8. D}, .,) ~1(6. D, .)|).
Considering we have ed(#, D’) defined for two validation sets D} and D) and the loss
function is inherently additive, ed(0, D)) + ed(0, D)) = ed(d, (D} + D5)) also holds true,
thus V; turning out to be additive.

Composite value functions: We can combine the value functions for accuracy (V,(D’)),
robustness (V,.(D,,)) and fairness (V;(D’)) to construct different composite value functions
for observing tradeoffs between different trustworthiness metrics. We use the following
combinations for our experiments: (a) Accuracy-Fairness : V,¢(D') = AV, (D') + (1 —
AV (D') ; (b) Accuracy-Robustness : Vi, (D', D) = AVo(D') + (1 — A)V,(Dy) ;5 ()
Robustness-Fairness : V,¢(D', D)) = AV.(D,) + (1 — A\)V¢(D’). The user-defined

parameter ) is used to control the tradeoff between the two objectives.
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3.2.3 An online-OMP algorithm for online sparse approximation

Algorithm 2: :DataReplace(y;, 5_1, Si-1,
Et_l, )Z'f) - Replace an existing dat-

Algorithm 1: : VTruST

1: Input:

i. w : Total number of datapoints to be selected

ii. g’_ Targeted value function apoint.

iii. X; : Features of all training points d; € D —

iv. S : Set of selected datapoint indices 1: ﬁt = ZYt - Etfl

v. 5 e RISl Weight of selected datapoints 2: Tmaz = -00
2: Initialize: 3 b

S <— ¢ //ndices of selected datapoints . (a’ ) - (b N
3: for eachepoch t € {1,2,..., T} do 4. ﬂ(—abs(xf.ﬁt)
4: for each datapoint d; € D do 5: for each index p,q € Si_1 do
5: Input: 74, X! Vi€ {1,2,.., N}, [|X!|la =1 6 , =
6: Process: . T abs( q 'pt)
7: if [Sy_1| = w then 7: v — 8P

. ats ace(7r . £ 3, gt .
g: 1 St < DataReplace(y, §¢—1, St—1,Bt—1, X;) 8: fr>n&v<0& (ﬂ_/ +9) > Tmas then
: else
. ’
10: 8¢ «— Sy_1 U {i} 9: Tmaz +— T +7
/I Add datapoints till the cardinality of S reaches w 1 0: a, b +— D, q

11: end if 11 end if
12: Update y = argming |15t — 3, e 5, (B5 XE)||2 12j end for
13: Update &% :Zp,qESt Bg)?j’; .
14: end for 13: if (a,b) # ¢ then
15: end for 14: St +— Si—1 \ {a, b} @] {t, Z}
16: Output:Final 15: endif

set of selected datapoint indices S, learned coefficients {ﬁg lp,qg € St} '

16: return S;

In this section, we describe a novel online-OMP-based algorithm for the online sparse
approximation problem(OSA) in Algorithm 1. The key difference between OSA and stan-
dard sparse approximation setting is that in OSA, new columns X » are added and the target
value y; is updated at each epoch ¢. Line 10 in Algorithm 1 adds new datapoints till the car-
dinality of S; reaches w. Once the buffer is saturated, the DataReplace module is invoked
in line 8 to replace an existing selected datapoint with the incoming datapoint. The criteria
for replacement is to select the datapoints in .S; that contribute to a better approximation
of the current value function ¢;. Hence a new datapoint with features X ! gets selected if
the current approximation error reduces after the replacement. We compute the projection
of the incoming datapoint features, )Zf and that of the features of the selected datapoints
X PVp,q € S; on the existing residual vector j;, measured by 7 and 7' respectively.
We also denote by v, the contribution of datapoint p,q € S; obtained through 57. The
datapoints with indices (p, ¢) in S; whose additive impact (7" + ) is smaller than that of
incoming datapoint (i, t), but larger than the current feature for replacement (X D) (line 8),
gets substituted with the incoming point in line 14 of Algorithm 2. In terms of complexity,
the per-epoch time complexity of OMP is O(wM N) and that of VTruST is O(wM (N —w)).
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Hyperparameter selection: The proposed framework has two user-controlled hyperpa-
rameters, the tradeoff A\ and the subset-size w. Since the metrics are not monotone in w, we
perform a grid search with various selection fractions between 10 - 90%. Exploiting the
monotonicity of metrics w.r.t. A, one can fix a threshold on the first metric, say accuracy
in case of V,y and perform a binary search to arrive at an optimal point w.r.t. the second

metric (fairness in V, ), once the threshold w.r.t. the first metric has been satisfied.

3.3 Experiments

In this section, we describe the datasets, models, and evaluation metrics used for the

trustworthiness metrics - Accuracy, Fairness and Robustness.

We analyze the performance of VIruST (VTruST-F with V,;, VTruST-R with V.,
VTruST-FR with V;.¢) over various applications. All our experiments have been executed
on a single Tesla V100 GPU.

3.3.1 Error rate, Fairness and Robustness on Social Data

We evaluate the ability of VTruST to achieve a tradeoff between pairs of the three
important social trustworthiness metrics: error rate (ER), fairness and robustness. Our
baselines are: Wholedata standard training (ST), Random, SSFR [17], FairMixup [65] and
FairDummies [30]. We report results on three benchmark datasets: COMPAS [53] , Adult
Census [66] and MEPS-20 [67].

We use a 2-layer neural network for all the datasets. We report two fairness met-
rics: equalised odds (EO) Disparity [3] and demographic parity(DP) Disparity [4]
following [17].

Fairness and Error Rate comparison (VTruST-F) with baselines: We compare the

performance metrics of VTruST-F with the baselines in Table 3.1.

The better the model is, the lower its ER as well as its fairness measures. We can
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observe in Table 3.1 that VTruST-F with 60% selected subset outperforms all the other

methods in terms of fairness measures by a margin of ~ 0.01 — 0.10, and performs close
to Wholedata-ST that yields the lowest ER. This denotes that it is able to condemn the
error-fairness tradeoff emerging out to be the best performing method. We report these
results with standard deviation across 3 runs.

Table 3.1 Comparison of VITuST-F with baselines over 60% subset for fairness
evaluation.

COMPAS AdultCensus MEPS20
Methods
I R B B B P R
isp isp isp isp isp isp
tstd +std +std tstd +std +std tstd +std +std
‘Wholedata- 0.34 0.31 0.24 0.16 0.19 0.13 0.09 0.09 0.08
ST +0.001 +0.05 +0.03 +0.002 +0.06 +0.06 + 0.001 + 0.007 =+ 0.0008
’ 0.35 0.20 0.23 0.19 0.16 0.13 0.12 0.06 0.08
Random +0.002 +0.10 +0.09 +0.002 +0.05 +0.05 +0.017 +0.02 +0.005
SSFR 0.35 0.26 0.17 0.21 0.18 0.12 0.14 0.10 0.06
+0.002 +0.03 +0.02 +0.001 +0.03 +0.01 +0.003 +0.011 +0.005
Fair- 0.35 0.24 0.17 0.16 0.14 0.10 0.12 0.13 0.08
Dummies +0.002 +0.02 40.01 40.002 +0.01 40.01 40.001 +0.005 +0.003
Fair- 0.35 0.15 0.13 0.24 0.11 0.1 0.89 0.02 0.05
Mixup +0.03 +0.03 +0.04 +0.04 +0.05 +0.02 +0.02 +0.04 +0.03
VTTaSTE 0.34 0.15 0.13 0.18 0.11 0.05 0.09 0.01 0.05
+0.002 +0.01 +0.01 +0.001 +0.03 +0.01 +0.003 +0.001 +0.0008

Tradeoffs between Error rate, Fairness and Robustness (VTrust-F , VIruST-FR):
We observe the tradeoffs between error rate vs fairness (VTruST-F: Figure la) and
fairness vs robustness (VTruST-FR: Figure 1b) through pareto frontal curve by varying A
€ {0,0.1,0.3,0.5,0.7,0.9, 1}.

The error rate is measured on the clean test sets while robust error rates are measured

on the label flipped test sets.

We can observe that Wholedata-ST has a lower error rate but high disparity and
robust error values. The other baselines continue to have a higher error rate and disparity

compared to VTruST.

3.3.2 Accuracy and Robustness on Image and Scientific Datasets

We evaluate VTruST on three image datasets: CIFAR10 [68] , MNIST [69] and Tiny-
imagenet [70] using ResNet-18 [71]. For evaluation, we use the standard accuracy (SA)

computed on the clean test sets and the robust accuracy (RA) computed on the corrupted
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(a) Adult Census - Accuracy vs Fairness (b) Adult Census - Label Robust Accuracy vs Fairness
0 0 0 0
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Figure 3.1 Controlling trade-offs in trustworthiness metrics for social data — Adult
Census.

Table 3.2 Comparison of VTruST-R over varying subset sizes for robustness evalu-
ation. The numbers in brackets indicate the difference with the second best among
baselines.

o N MNIST CIFAR10 TinyImagenet
#D: #Datz #Datz
| A RA | s RA A A RA
points points points
Clean-ST 60K 99.35 87.00 50K 95.64 83.95 100K 63.98 23.36
AugMax 240K 97.62 88.79 200K 94.74 86.44 400K 54.82 40.98

After subset selection from SAug

SSR:40% 104K 9898 | 9496 | 80K 93.3 85.73 120K 3282 | 2442

VTruST-R:40% 104K el B 80K 94.74 G2y 120K S 39.69
0.06) | (1.33) (1.79) (2.48)

SSR:60% 156K 99.07 | 96.53 120K 93.77 | 88.0 180K 4194 | 3007

O - 9.12 | 97.09 | 9477 | 8921 | 60.88 | 4150
0.05 | (0.56) 0.03) | (1.21) 6.03) | (0.52)

test sets, CIFAR-10-C, Tiny ImageNet-C [5] and MNIST-C [72]. While augmentation
leads to robustness [62], it also leads to a large dataset with redundancy. We use VTruST-R

to select high-quality subset from augmented data.

Empirically we find that creation of augmented data by sampling images based on how
difficult an augmentation is leads to better performance compared to uniform selection
across augmentations. Next, we define the baselines. (1) Clean-ST: Unaugmented training
dataset. (i1) Uniform Augmentation (UAug) (ii1) Sampled Augmentation (SAug) (iv)
SSR [17]: Training subset using the robustness objective function. (v) AugMax [16].

Robustness and Accuracy comparison (VIruST-R) with baselines: We compare
VTruST-R with the baselines in Table 3.2 where it can be seen that model trained on
clean datasets (Clean-ST) performs abysmally in terms of RA, indicating the need of data
augmentations. VTruST-R is seen to outperform AugMax in most of the scenarios, thus

indicating that data-centric approaches help in creating quality training datasets.
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Table 3.3 Performance comparison on scientific datasets

Metrics Spinodal EOSL
Whole Rand SSFR VTruST Random SSFR VTruST Whole Rand SSFR VTruST
data 40% 40% -R 40% 60% 60% -R 60% data 40% 40% -R 40%
SA 83.08 73.05 74.84 80.33 77.06 78.94 81.93 70.01 63.74 62.40 66.10
RA 76.89 61.11 62.32 78.36 75.11 75.18 80.41 66.72 60.04 56.90 65.27

Scientific datasets : We analyzed the performance of VTruST-R on binary class scientific
datasets - Spinodal and EOSL [55] that have 29,000 samples with 400 features and 180,000
samples with 576 features respectively. We used the experimental setup as [55] for evalu-
ation. Table 3.3 shows that VTruST-R (using label flipping for robustness) performs close

to the wholedata in standard accuracy (SA) and better in terms of robust accuracy (RA).

3.3.3 Data-centric analysis: Post hoc explanation

In this section, we explore the characteristics of the selected samples to justify their quality.
Explanation for fairness:

We use the metric Counterfactual Token Fairness Gap (CF-Gap) [73] for our evalua-
tion. Given a selected instance x, we generate a counterfactual instance x’ by altering its
sensitive attribute and define CF-Gap(z) as || f(z;) — f(«})| where f(z) corresponds to the

model confidence on the target label.

We plot the distribution of CF-Gap in Figure 3.2. It can be observed that VTruST-F

acquires the least value, justifying its retainment of fair subsets leading to fair models.

We show 10 anecdotal samples from the Adult Census dataset in Table 3.4 on the basis
of high CF-Gap and we can observe that SSFR has a large number of redundant samples
with similar attribute values (highlighted) while VTruST-F which anyway has relatively

lower CF-gap contains a diverse set of samples.
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Table 3.4 Sample instances with High Counterfac-

Fi 32 B lot
lgure OX PO tual Token Fairness Gap

representation of
CF-gap. VTruST-F SSFR

Feat ” Rel [ Race [ Sex [ NC Feat “ Rel [ Race [ Sex [ NC
5 Adult Consus Dy ORel B F M D, Husb W M UsS
& oas ' Doy NIF w M Us Dy Husb W M UsS
§oso D3 NIF w M Us D3 Husb w M Us
§ozs Dy oc API F | T™W Dy Husb w M | US
F o020 Ds Husb w M Us Ds Husb w M Us
g o1 Dg UnM W F Us Dg Husb w M Us
b D7 Wife w F Us Do NIF w M Us
£ ; % Dg oc | w | M | us Dsg oc | w | M | us
§ SR VIUSTE Ransom stordord R Dg NIF AIE F Col Dy Husb w M DE

Dio UnM w F DE Dio oc w M Us

Explanation for robustness: Delving into the literature [34,74], we pick two measures
- uncertainty and distinctiveness. Having a set of hard-to-learn and distinguishable samples

in the subsets makes the model more generalizable and robust.

We quantify uncertainty of an instance z as predictive entropy (—f(x)logf(z)) and
distinctiveness as E.csdist(fv(z), fv(e)) where dist(, ) is the euclidean distance and fuv(.)
is the feature from the model’s penultimate layer. Based on the data maps in Figure 3.3,
we show anecdotal samples in Figure 3.4 having High Distinctiveness-High Uncertainty
(HD-HU). The anecdotal samples and the histogram visualization show that VTruST-R
selects diverse samples with difficult augmentations like impulse noise and glass blur,
while similar(mostly white-background) and no-noise or easier augmentation-based
samples like brightness are more observed in SSR samples, thus justifying the robust

selection across augmentations using VTruST-R.

3.4 Conclusions

In summary, existing approaches to trustworthy Al have primarily focused on designing
fair or robust models through model-centric interventions, while a separate line of work
has explored data valuation techniques largely optimized for predictive accuracy. Although
some recent methods investigate trade-offs between trustworthiness objectives such
as fairness, robustness, and accuracy, they typically rely on fixed constraints and lack

mechanisms for explicit, user-controllable trade-offs. Moreover, most data-centric Al
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Figure 3.4 Anecdotal samples from VTruST-R & SSR with High Distinctiveness and

Uncertainty from TinyImagenet for class Compass.

methods do not incorporate trustworthiness metrics beyond accuracy. These limitations

highlight the need for a paradigm shift toward data-centric approaches that directly operate

in the input space and allow flexible control over multiple trust objectives. Positioned at the

intersection of trustworthy Al and data valuation, VTruST addresses this gap by providing

a controllable framework that enables principled trade-offs among fairness, robustness,

and accuracy through targeted data subset selection in an online training setting.



Chapter 4

MPSelectTune:
Prompt-type Selection for Fine-tuning

improves Concept Unlearning in LLMs

4.1 Introduction

LLM unlearning [24] has emerged as an important component of overall LLM safety
and compliance objectives in many organizations. The LLM unlearning objective can be
broadly divided into two types: (1) information unlearning (IU) [27], which erases person-
ally identifiable information from the model, and (2) concept unlearning (CU) [7]. Concept
unlearning attempts to erase the effect of a biased or harmful concept (usually in the context
of a task) from the LLM, e.g. gender removal in the context of profession prediction [75]
or toxicity prediction [76], removal of information about biological weapons in the context
of scientific question answering [77], etc. The concept to be unlearned is specified as a
dataset called the forget set, while retain set [47] provides information to be preserved

(related to the main task) in the model. In this work, we focus on concept unlearning.

Concept erasure in the representation learning setup [44, 78] assumes that the concept

can be represented using a linear subspace of the output representation of the features of

25
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Figure 4.1 Overview of the proposed MPSelectTune framework.

the examples. However, for LLMs, zero-shot prompting techniques [79, 80], and few-shot
prompting techniques involving in-context learning [81] enable various predictive tasks. In
this prompt-based predictive model setup, the representation unlearning techniques are not
directly applicable for two reasons: (1) the predictive performance of the model depends
strongly on the type of prompt used to elicit concept labels, unlike in the representation
learning setup, and (2) the relationship between LLM representations and predictive

performance remains unclear.

In this work, we propose to use joint task and concept prediction prompt types, for
unlearning concepts from LLMs. Fig. 4.1 (Left) shows the flow of our method. We gener-
ate multiple joint-prediction prompts for each example by varying the number and selection
method of in-context examples. Stage-1 of the proposed method, called Multi-Prompt tun-
ing, uses multiple prompt types and multi-task loss for the main task and concept task while
fine-tuning the model parameters. To effectively utilize the outputs of the joint prediction,
we propose a novel format loss which forces the LLM to follow the output format for the
different generated prompt types. We observe that certain prompt types accurately predict
the concept labels from the fine-tuned models despite low average accuracy over all prompt
types, thus demonstrating that the LLM has not truly unlearned the concept. This problem
is alleviated in stage-2 of the proposed methods, called Selection Tuning, where we fine-
tune using the worst concept predictor prompt type. Fine-tuning using the worst prompt

type is a central hypothesis of this work, since it’s effectiveness towards reduction in accu-
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racy of other prompt types demonstrates that the model is indeed unlearning the concept.
Fig. 4.1 (Right) illustrates the effect of selection tuning, where all prompt types predict
the concept label incorrectly, and the task label correctly. Experimental comparison on 5
benchmark unlearning tasks show 2 — 15% points higher task prediction accuracy by the
proposed method, while consistently achieving near random performance on the concept
prediction task, a reduction of up to 17% points compared to recent baselines. The proposed
method also shows a dramatic reduction (74% — 23%) in the spurious correlation between

prediction accuracies of task and concept labels using the spuriousness-score metric.

4.2 LLM Concept Unlearning

4.2.1 Problem Definition

The primary goal of LLM concept unlearning (or concept erasure) is to eliminate a specific
concept encoded in a dataset from a pre-trained large language model (LLM). Such con-
cepts may range from social biases (e.g., gender information in profession prediction [75])
to safety-critical knowledge (e.g., harmful bio-weapon-related information in scientific QA
[77]). Formally, let D. = {(x.(7), y.(7)),7 = 1, ...,n.} denote the dataset corresponding to
the concept that must be removed (the forget set), and D, = {(x:(j), y:(7)).7 = 1, ..., 4}
denote the dataset for the main predictive task that the LLM system should continue to
perform (the retain set). For example, in the profession prediction setting, each z. and z;
corresponds to a biography text; y. denotes the gender (to be removed), whereas y; denotes
the profession (to be retained). An LLM-based prediction system relies on two main
components: the LLM itself, denoted by O, and the prompt used for prediction, denoted
by P. We therefore represent the overall prediction algorithm as: A = (O, P)
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Instruction: Determine the correct answers for both questions.

Exemplars: List of Exemplars — [, Z¢, Yt, Y]

Ql: What occurs when
Options: A: ... B: ... C: ... D:
Q2:
Options: A: ... B: ... C: ... D:
Answer: D, D
... [Repeats]
Test Input:

Now, solve this
Ql:
Options: A: ... B: ... C: ... D:
Q2:
Options: A: ... B: ... C: ... D:

Model Answer: B,

Figure 4.2 Prompt structure with instruction, exemplars, and test input.

We want the prediction performance on the main task to be as high as possible, while
not utilizing the concept information. We formalize this objective using the following
two steps: (1) create a joint prompt P for solving the main task, as well as the concept
prediction task, and (2) use the prompt for prediction using the LLM. Hence our predictive

algorithm can be described as:
Gts e = A(P (2, 2.)|O) (4.1)

where ¢, and g, are the predicted task and concept labels, respectively. The key difference
between LLM concept unlearning and representation-based concept unlearning [44] is
that the prompt P plays a key role in predictive tasks using LLMs. Hence, the unlearning
objective is a joint optimization over both the prompt P and the LLM parameters O.
The next section describes various joint prediction prompts used for unlearning. Section
4.2.3 describes the loss functions and unlearning schemes, and Section 4.2.4 presents our

complete MPSelectTune algorithm.



4.2 LLM Concept Unlearning 29

4.2.2 Joint Prediction Prompt

Figure 4.2 describes the structure of the prompt P, with an example from the scientific
QA task [77]. The prompt has 3 major sections: instruction, exemplars, and the test input.
The instruction section includes general instructions to the LLM, followed by choices
for the output(s), followed by the output format. The exemplars or in-context examples
section provides a list of joint examples and labels from the retain and forget datasets. A
joint exemplar is constructed from the task examples, (z;,y;) from the retain set, and the
concept examples (z.,y.) from the forget set, as (x;, z., yi,y.). Finally, the test input
section provides instructions to the LLLM for solving the test question, followed by the test
examples from the task, the concept, and a model answer. Generally, the joint exemplars
(JE) are created by randomly pairing examples from the retain set D; with those from
the forget set D.. However, some tasks (e.g. profession prediction) come with a single
joint example (z; = =,y v:). A fixed number of joint exemplars, say k (which is a
hyperparameter), are selected for construction of the joint prompt P. From the given
input datasets D, (forget set) and D, (retain set), we construct an expanded dataset of joint
exemplars, which are further divided into 3 disjoint datasets of joint exemplars: (i) D;cpg

- In-context exemplars, (i1) Dy, - training dataset, and (ii1) Dy, - test dataset.

For constructing the prompt corresponding to a given joint example (z}, x., vy}, y.) €
Dy, U Dy, joint exemplars (JEs) are selected using one of two strategies: (1) based on
the cosine similarity between the embeddings of the example (z}, z.) and the in-context
exemplars (z;, x.) € Djcg, or (2) by sampling randomly from the pool of all JEs. We use
SentenceTransformer [82] to compute similarity scores between test inputs and exemplars.
In the similarity-based selection setting, prior work has shown that maintaining diversity
among exemplars can improve prediction performance [83]. To incorporate this, we use
three simple approaches for prompt building: (i) sim_dissim: select 50% of exemplars
with the highest similarity to the test input, and 50% with the lowest similarity, (ii)
half_random: select 50% of exemplars with the highest similarity scores, and choose
the remaining 50% at random, and (iii) random: all exemplars are selected at random.
Each of these prompt building approaches, along with a size k& (number of exemplars),
constitutes a prompt type. We consider 4 prompt sizes, k = 2, 3,4, 5, thus constituting a

total of 12 prompt types. Note that the actual generated prompt also depends on the joint
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example. Unlike ICUL [27], which constructs exemplars by flipping concept labels y. in

exemplars, our method solely uses exemplar selection strategies for prompt construction.

Algorithm 3 describes generation of expanded dataset and prompt construction in detail.

Algorithm 3: Prompt Generation

Input: Concept dataset D,., Task dataset D;;
Exemplar selection methods {sim dissim, random, half random};
Joint exemplars per prompt k € {2,3,4,5}
Output: Prompt list Py, Expanded dataset Deypanded
1 Initialize: Py < 0;
2 for each selection method s € {sim dissim, random, half random} do
3 for each exemplar count k € {2,3,4,5} do
4 Generate prompt template P; ;, as described in Section 4.2.2;
5 Add to prompt list: Prge <— Prist U {Ps i };
6 Create expanded
dataset: Dexpanded <= {(Zt; Y, Te, Yer Pi) (%15 Yoy Tes Ye) € Dy @ Do, Pi € Phise}s

7 return Py, Doxpanded

4.2.3 Loss functions for Concept Unlearning

Given a joint training dataset D,,., we generate a list of prompts Plist for each training ex-
ample using the above-defined prompt types: Plist = [Py, ..., P,], where m = 12 X |D,|.
The next key steps towards developing an LLM concept unlearning algorithm is to define
various loss functions corresponding to each of the prompts, and then optimize the total
loss w.r.t. the LLM parameter ©. In most LLM concept unlearning tasks, there are 3 objec-
tives: (1) minimize the loss over the primary prediction task Ly (©|Plist), called task loss,
(2) minimize the next-word-prediction (NWP) loss Lo (0|D,,) for retaining the ability
of the Causal LLM for general purpose tasks, e.g. language understanding tasks [84], and
(3) randomize the concept label prediction using the concept loss Lo (©|Plist). The task

loss and the concept loss depend on the prompt P, while the NWP is a standard loss over
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the text in joint examples of D;,. The task loss is defined as:

Ly (6| Plist) = — Z 1y, A(P3]©)) (4.2)

P;ePlist

where [ is a standard classification loss (e.g., cross-entropy) applied to the predicted
task label A;(P;|©), from LLM © and prompt P;.

The concept loss function is designed to randomize concept predictions, effectively

preventing the model from learning spurious concept-task correlations. It is defined as:

Le(©|Plist) = 1 — o(L(O|Plist)) 4.3)

where o (a) = = is the sigmoid function, and L{,(©|P, D.) is defined analogously
to the task loss as: Ly(O|Plist) = =375 o 1(ye, Ac(Pi]©)), Ac(P;]O) being the
concept label predictor from LLM © and prompt P;. Here, the key idea is to maximize
a squashed version of the concept target prediction loss L/, thus effectively leading to

randomization of the concept prediction output.

Format loss:  While fine-tuning, we observed that the output tokens generated
by the LLM do not always follow the intended format, leading to unstable behavior
while calculating the task and concept loss. To fix this issue, we define the format loss
Lr(©|Plist), which penalizes the format violation. Let j € {1, ..., N} represent a position
in the token generation window, with /N being the maximum window length. Also, let
k € {1,...,V} denote the indices over the vocabulary of size V. We define the mask
function M, as M;; = 1 if the k™ token at position j follows the correct format, 0
otherwise. This is implemented using a regular expression and identifying the allowed
tokens for each label. Let P; (i), the LLM generated probability of token k at position
j defined as: P; (i) = Z;:X f’éfﬁgjgigigil), where logits(P;|©); . are the raw outputs
generated by the LLM with prompt P; for position j and token k. The probability of a
valid token at position j can be computed as VP (j,i) = Y°,_, M - P;x(i). We define

the format loss [ for a given input joint prompt P; as:

1 N
I(Pi]O) = — > “log (VP(j,i) +¢) (4.4)
j=1
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Finally, the total format loss can be calculated as:

1
Le(®|Plst) = 3 i(Pi|e) @.5)
P; € Plist

Combining all the losses for a multi-task learning setup, we derive the total loss function

for our first proposed method, MPTune (Multi-prompt fine-tuning), for a prompt P as:

L(O|Dy,, Plist) = nr Ly (O|Plist) + ne Le(O|Plist) + ng La(©| Dy ) + np Lrp (O] Plist)
(4.6)

where 77, nc, na, nr are weights for the different tasks in the multi-task objective. The

objective for MPTune is defined as:
gMPTune _ arg mén L(O|D,,, Plist) 4.7)

This objective can be efficiently optimized using LoRa fine-tuning [85] for state-of-the-art
LLMs.

4.2.4 Prompt-type selection for LLM Concept Unlearning

The objective in equation 4.7 is to provide equal weightage to all the 12 prompt types.
However, we observe (from results in section 4.3.3) that some prompt types perform
poorly in terms of concept unlearning, compared to other prompts. In other words, the
accuracy of concept prediction using certain prompt types can go up to ~ 71%, even
though the average accuracy is less than 60%, for an unlearned MPTune model. In this
section, we propose MPSelectTune, which addresses this key limitation of MPTune.
More generally, the adversarial formulation of concept unlearning [44] postulates that
the worst concept predictor using the unlearned representation (one having the highest
accuracy) should perform poorly. We extend this notion to prompt-types in the case of
LLM concept unlearning as: the concept prediction accuracy of the worst prompt-type

(with highest accuracy) should be minimized.

This objective, called MPSelectTune, can be formalized as:

@MPSelectTune. _ oy.o mén L(O©|Dy,, Plist) 4.8)
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Algorithm 4: MPSelectTune: Prompt-type Selection and Fine-tuning
Input: Joint

training dataset D;,.; Pre-trained LLM parameters Og; Prompt-type set P

Output: Unlearned model parameters ©MPSelectTune

1 Prompt Generation: Generate
a prompt list P, by applying each prompt-type 7; € Py to every example in Dy,

@MPTune

2 Initial Fine-tuning: Obtain intermediate parameters using Eq. 4.7.

3 Prompt-type Evaluation: foreach 7; € Pj;, do
@MPTune).

’

4 Compute concept accuracy Acc.(m; | Dy,

5 Prompt-type Selection: Select the worst-performing prompt-type:

7 = arg max Acc.(m;)
73 € Plist

6 Selective Prompt Construction: Construct Py, using 7* for all examples in D;,..

7 Final Fine-tuning: Optimize the model parameters:

@MPSelectTune = arg ménﬁ(@ | Dtra Psel)

s return @MPS electTune

where Plist,. is the list of prompts generated from the training dataset D, using the
highest-accuracy prompt type 7* This leads us to a two-stage scheme where stage 1

computes @MPTune

using the multi-task and multi-prompt-type loss function, and stage
2 uses the worst prompt-type from stage 1, to further fine-tune the model parameters to

compute oMPSelectTune e complete algorithm is described in Algorithm. 4.

4.3 Experimental Results

In this section, we describe the experimental results comparing the proposed method

MPSelectTune with several state-of-the-art baselines. Our primary research question is:
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Can fine-tuning with worst prompt type effectively unlearn a concept from LLM? Section

4.3.1 describes the experimental setup, while section 4.3.2 compares the performances of
the proposed methods with baselines and tries to answer the primary research question.
Sections 4.3.3 and 4.3.4 further analyses the prompt type-specific performance and
components of the multi-task loss. Finally, Section 4.3.5 provides the generalization of the

proposed method on unseen prompt types.

4.3.1 Experimental Setup

Datasets: We use 5 task-concept-pair Dataset to evaluate our method on LLaMA2-7B,
LLaMA3.1-8B, and Mistral-7B-Instruct-v0.3. For Bios [75], RT-Gender [86], and
ToxicBias [76], the main tasks are profession, sentiment, and toxicity prediction, while
the concept task is gender prediction. Adult Census [66] predicts income level (exceeds
$50K) as main task and race as concept. SciQ-WMDPBio combines scientific question-
answering [87] as main task with bio-weapons QA [77] as concept task. WMDPBio was
used in [7] for concept unlearning evaluation. This combination provides the hardest

unlearning scenario as SciQ and WMDPBio tasks are similar.

Metrics: We assess our method and baselines along four dimensions. (1) main task ac-
curacy (Task-Acc) and (2) concept accuracy (Concept-Acc) form the primary evaluation
components with high main task accuracy and near-random concept accuracy being the
most desirable. 3. MMLU Accuracy (MMLU-Acc): We also evaluate the unlearned mod-
els’ performance on the standard MMLU benchmark dataset [84], in order to ensure that

the unlearning process does not generic model performance (unrelated to the main task).

4. Spuriousness Score (SP-Score): This metric was proposed in [88] for determining
whether the spurious correlations between the main task labels and the concept labels are
utilized by a given classifier. In the binary classification setting, the minor group is defined

as the pair of main task and concept task labels that are not expected to be spuriously

Accy
Acce

of the given classifier f on the minor group, and Acc, is the accuracy of a “clean” classifier

correlated. The spuriousness score was defined as: |1 —

| where Accy is the accuracy



4.3 Experimental Results 35

(one without spurious correlation), on the minor group. A higher spuriousness score
denotes a relatively lower accuracy of the given classifier on minor group, thus signifying

a higher reliance of the classifier f on spuriously related concept labels.

We generalize the spuriousness score metric to the setting where the main task is
multi-class classification. For the construction of minority sets, each main task label is
annotated to have a corresponding spurious concept label. For the profession prediction
task, (Nurse, Female) and (Doctor, Male) can be spuriously correlated pairs.
The minor set Syinor 1S constructed as all non-spuriously correlated pairs of labels, e.g.,

(Nurse, Male), (Doctor, Female). We define the SP-Score as:

A
SP-Score(f) = iéﬁ%\é/})}g} i

1—

4.9)

Acc,

where Accy is the task accuracy of the given model f on Spinr, and Acc,, is the task
accuracy of the clean model ¢;. In our (in-context learning) setting, the different models,
f,cur, e are distinguished by the in-context examples used in prompts. The model f uses
the entire set of selected in-context examples as described in section 4.2.2. The “clean”
models c)s and cg, only use in-context examples with concept labels Male and Female,
respectively. Other selection criteria remain unchanged. This procedure is analogous
to [88], except that we use clean classifiers constructed from both male and female classes,
whereas they only use one of them. We find that due to lower influence of the dataset on
in-context learning (compared to model training), the values of SP-Score are lower in our
setting. Hence, taking the maximum over M or F' gives us a more robust score, which

considers the “cleaner” of the two base classifiers.

Baselines: We benchmark our approach against unlearning algorithms using both
pre-LLM representation unlearning models and LLM-based baselines with LLaMA2-7B,
LLaMA3.1-8B, and Mistral-7B-Instruct-v0.3. Pre-LLM baselines include pre-trained
BERT-base embeddings [22], KRAM [46], RLACE [44], and KCE [45]. LLM-based
baselines include the base models (Base), the fine-tuned model using 12 sets of prompt
types across all custom datasets with all retained labels (FT'), and the augmented fine-tuned
model with flipped concept labels (Aug). Fine-tuning is performed using Low-Rank
Adaptation (LoRA) [89] with rank = 8 and o = 64. Additionally, we benchmark against
recent state-of-the-art methods: ICUL [27] and SKU [25], where SKU is a gradient-based
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method for machine unlearning. For the SciQ-WMDP-Bio dataset, we also compare
against the SOTA ECK baseline [7].

Proposed Method: Our proposed approach consists of two stages: Both MPTune (Stage
1) and MPSelectTune (Stage 2) fine-tune the base model with the multi-task loss from
Section 4.2.3: Stage 1 uses all prompt types, while Stage 2 focuses on the worst prompt

type for robust concept unlearning.

Table 4.1 Comparison of unlearning performance on BIOS and RT-Gender datasets with
LLM-based Baselines. The values in brackets show percentage point improvement (+ for
main task and — for concept) over the closest baseline (in italics).

Task Concept MMLU| SP Task Concept MMLU SP
Method Acc Acc Acc Score Acc Acc Acc Score
Bios Dataset RT-Gender Dataset
Model: Llama-2-7B
Base 89.50 93.40 43.9 0.132 58.54 71.30 439 0.146
FT 99.82 99.96 42.1 0.019 70.08 86.42 40.2 0.043
Aug 95.04 92.81 37.6 0.065 64.17 82.50 37.6 0.108
ICUL 84.36 83.64 42.1 0.185 67.43 73.25 40.2 0.118
SKU 72.75 65.55 349 0.302 65.36 59.45 37.4 0.121
MPTune 99.82(+15.5%) | 61.57(-4.0%) | 42.8 0.012 70.00(+2.6%) | 53.83(-5.6%) | 42.6 0.021
MPSelectTune | 99.79(+15.4%) | 55.6(-10.0%) | 42.9 0.011 70.08(+2.7%) | 51.50(-8.0%) | 43.1 0.011
Model: Llama-3.1-8B
Base 90.14 96.33 65.0 0.100 63.39 75.36 65.0 0.173
FT 99.43 98.7 63.1 0.030 71.12 86.87 59.6 0.056
Aug 97.46 88.76 58.9 0.052 67.31 77.35 59.7 0.123
ICUL 87.46 73.86 63.1 0.149 64.22 66.93 59.6 0.144
SKU 78.32 74.86 31.9 0.225 73.58 67.33 61.9 0.105
MPTune 99.36(+11.9%) | 59.36(-14.5%) | 64.2 0.017 70.96(+6.7%) | 54.33(-12.6%) | 64.4 0.029

MPSelectTune | 99.25(+11.8%) | 56.61(-17.3%) | 64.3 0.019 71.03(+6.8%) | 49.81(-17.1%) | 64.2 0.032

Model: Mistral-7B-Instruct-v0.3

Base 84.4 91.9 56.1 0.129 59.2 72.8 56.1 0.146
FT 96.6 94.7 53.7 0.025 68.9 85.3 53.8 0.043
Aug 93.8 90.2 52.6 0.067 65.4 80.7 54.0 0.108
ICUL 90.3 67.4 53.7 0.101 66.8 71.6 53.8 0.118
SKU 75.6 68.9 52.3 0.156 64.7 65.2 523 0.121
MPTune 92.5(+2.2%) 63.8(-3.6%) 54.0 0.023 69.1(+2.3%) 55.7(-15.9%) | 53.8 0.023

MPSelectTune | 92.1(+1.8%) 61.1(-6.3%) 53.8 0.021 69.3(+2.5%) 52.4(-192%) | 53.7 0.021
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Table 4.2 Comparison of unlearning performance on Toxic Bias and Adult Census datasets
with LLLM-based Baselines. The values in brackets show percentage point improvement
(+ for main task and — for concept) over the closest baseline (in italics).

Task Concept MMLU| SP Task Concept MMLU| SP
Method Acc Acc Acc Score Acc Acc Acc Score
Toxic Bias Dataset Adult Census Dataset
Model: Llama-2-7B
Base 75.41 82.25 439 0.116 62.2 57.6 439 0.260
FT 89.92 95.67 41.1 0.050 75.6 71.2 36.8 0.121
Aug 81.46 86.33 39.4 0.135 68.4 67.7 36.9 0.197
ICUL 86.50 66.96 41.1 0.056 70.9 61.4 36.8 0.151
SKU 80.46 68.33 38.6 0.114 69.7 62.6 37.0 0.170
MPTune 89.63(+3.1%) | 60.17(-6.8%) | 41.9 0.028 74.9(+4.0%) 58.4(-3.0%) 36.2 0.079
MPSelectTune | 89.75(+3.3%) | 53.13(-13.8%) | 42.0 0.026 74.7(+3.8%) 57.6(-3.8%) 359 0.068
Model: Llama-3.1-8B
Base 77.66 83.41 65.0 0.166 68.6 59.4 65.0 0.261
FT 90.12 94.33 61.7 0.030 79.3 73.7 61.8 0.116
Aug 84.36 7517 58.3 0.119 75.9 64.3 60.3 0.185
ICUL 81.35 65.97 61.7 0.134 724 59.8 61.8 0.214
SKU 80.63 69.42 60.3 0.156 70.6 61.7 60.3 0.187
MPTune 90.06(+8.7%) | 64.12(-1.9%) | 62.1 0.023 78.0(+5.6%) 59.2(-0.6%) 61.9 0.074
MPSelectTune | 89.93(+8.6%) | 58.34(-7.6%) | 62.8 0.016 77.7(+5.3%) 56.9(-2.9%) 62.0 0.079
Model: Mistral-7B-Instruct-v0.3
Base 76.3 83.1 56.1 0.129 61.4 58.2 56.1 0.260
FT 88.7 94.8 534 0.025 74.8 70.6 54.0 0.121
Aug 82.1 84.9 52.8 0.067 67.9 65.8 53.1 0.197
ICUL 85.2 68.3 53.4 0.101 70.1 60.8 54.0 0.151
SKU 79.8 70.1 50.3 0.156 68.9 61.9 52.0 0.170
MPTune 88.4(+3.2%) 62.5(-5.8%) 53.2 0.023 73.6(+3.5%) 59.2(-1.6%) 52.8 0.079
MPSelectTune | 88.6(+3.4%) 56.8(-11.5%) | 534 0.021 73.4(+3.3%) 57.8(-3.0%) 53.1 0.068

4.3.2 Comparison of Unlearning Performance

Table 4.1 and Table 4.2 reports results comparing MPTune and MPSelectTune with LLM-
based baselines, for datasets Bios, RT-Gender, ToxicBias, and Adult Census. Note that all

the metrics reported are averaged over all prompt types. Across all datasets, MPTune and

MPSelectTune consistently achieve main task accuracy comparable to the FT model while

reducing concept task accuracy to near-random. MPSelectTune is especially effective at

unlearning in terms of average concept accuracy, despite being fine-tuned for the worst-

case prompt type. This validates the central hypothesis of this work: fine-tuning using the

worst-case prompt type removes the concept from the LLM more effectively. Both methods
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maintain MMLU accuracy close to their respective base models, within 2% for LLaMA-2

and 3% for LLaMA-3.1 and Mistral. In terms of SP-score, our methods outperform all
baselines with a significant margin of 23-74%. This further validates our hypothesis
that fine-tuning with worst-case prompt type removes spurious correlations between the

concept and the main task, thus enabling the LLM to predict without using concept.

Table 4.3 presents a comparison of our proposed methods with pre-LLM baselines
across three datasets. Notably, our methods not only approach but often surpass the
performance of traditional representation unlearning approaches, demonstrating superior

concept unlearning while maintaining strong task accuracy.

Table 4.3 Performance comparison with Pre-LLM baselines (representation unlearning).
The values in brackets show percentage point improvement (+ for main task and — for
concept) over the closest baseline (in italics).

Method Bios Dataset RT-Gender Dataset ToxicBias Dataset
Task-Acc Concept-Acc Task-Acc Concept-Acc Task-Acc Concept-Acc
Bert-base 79.47 89.06 67.29 73.68 69.21 72.58
KRAM [46] 76.82 62.86 55.17 61.13 65.33 64.89
RLACE [44] 61.2 65.92 62.2 67.8 68.00 65.33
KCE [45] 56.08 63.94 66.30 68.20 67.33 66.72
Model: Llama-3.1
MPTune (Proposed) 99.36(+22.5%) | 59.36(-3.5%) | 70.96(+4.7%) | 54.33(-6.8%) | 90.06(+22.1%) | 64.12(-0.8%)
MPSelectTune (Proposed) | 99.25(+22.4%) | 56.61(=6.3%) | 71.03(+4.7%) | 49.81(-11.3%) | 89.93(+21.9%) | 58.34(-6.6%)

For the SciQ-WMDP-Bio dataset, the results in Table 4.3 show that our methods
achieve a substantial reduction in concept accuracy while preserving task accuracy and
MMLU performance, validating the robustness of our approach across different model
architectures.

Table 4.4 Unlearning on SciQ-WMDP-Bio Dataset using Llama-2, Llama-3.1, and
Mistral-7B

Llama-2 Llama-3.1 Mistral-7B

Method Task-Acc | Concept-Acc | MMLU-Acc | Task-Acc | Concept-Acc | MMLU-Acc | Task-Acc | Concept-Acc | MMLU-Acc
Base 23.1 19.7 439 68.4 61.3 65.0 38.5 35.3 56.1

FT 25.4 26.1 24.6 76.5 68.7 63.8 42.6 412 52.7
Aug 21.7 19.6 26.7 74.6 424 56.6 41.0 40.0 515
ECK - - - - 322 61.6 - - -
MPTune 25.4 25.4 24.0 75.6 31.8 (-0.4%) 64.1 41.5 33.0 51.7
MPSelectTune 24.8 25.1 243 75.4 29.9 (-2.3%) 64.3 40.7 30.3 52.1

In summary, MPTune and MPSelectTune effectively unlearn concept information
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while retaining task-specific and general language capabilities better than all considered
baselines. Next, we observe the performance of the methods in a more granular way

through the lens of the different prompt types.

4.3.3 Analysis of Prompts

Prompt Type (Number of ICE, ICE Type) Prompt Type (Number of ICE, ICE Type)

Figure 4.3 Left: Concept Accuracy for few prompt-types. Right: Generalization of the
proposed methods to unseen prompt types.

Figure 4.3 (left) compares concept task accuracies for ICUL, SKU, MPTune, and
MPSelectTune on 6 prompt types, 3 with highest concept accuracy using MPTune, and
3 with lowest concept accuracy using MPTune, using LLaMA-2 on the BIOS dataset.
ICUL has the highest concept accuracy among all methods and for all prompt types, with
its worst at 85.6% on ‘3, half random’. SKU performs decently well (64.3—-66.1%) on
concept unlearning, at the cost of low task accuracy. MPTune achieves concept accuracies
similar to SKU but with a high standard deviation of 5.51 across different prompt types.
The best-performing prompt turns out to be ‘5, sim dissim’ (with 49.6% concept
accuracy) and the worst-performing prompt type turns out to be ‘2, half_random’
(with 72.1% concept accuracy). MPSelectTune performs uniformly better than baseline
methods, with a noticeable drop in the peak concept task accuracy 62.7% across prompt

types with a reduced standard deviation of 4.35.

4.3.4 Ablation study of loss functions

Table 4.5 reports an ablation study to assess the impact of each component in MPSelect-

Tune’s loss function. The total loss (£) includes task prediction loss, concept prediction
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Table 4.5 Ablation of loss function components in MPSelectTune on Bios Dataset with
Llama-2

Config Task | Concept MMLU | SP

Total Loss |99.79| 55.6 429 10.011
-FormatL. |96.14| 71.82 42.8 10.053
-Task L 89.46| 63.44 43.0 [0.110
-Concept L |99.11| 98.79 422 10.028

loss, format loss, and the next-word prediction loss. As expected, removing the task loss
(-Task L) reduces task accuracy by 10.33%, while ablating the concept loss (-Concept
L) increases the concept accuracy by 42.19%. The relatively lower impact of task loss is
due to the next word prediction loss. Removing the format loss (-Format L) raises concept
accuracy by 15.22%. However, we observed that the actual prediction of the second output
token is often something different from the expected tokens (e.g. Male/Female). The
increase in accuracy is due to higher output probabilities of the correct token among the
allowed concept tokens. In summary, all the loss components are important for generation

of correct outputs.

4.3.5 Generalization to Unseen Prompt Types

To assess generalization, we trained our models using half of the available prompt types
and evaluated using the remaining, unseen prompt types using LLaMA-2 on BIOS dataset.
Figure 4.3 (right) shows the concept accuracies for the remaining prompt types. ICUL
consistently shows the highest concept accuracy on unseen prompts (76.5% average),
indicating limited generalization. SKU’s concept accuracy is the second highest on unseen
prompts (70.5% average), compared to its overall average when trained and tested on
all prompts (65.6%), showing a lack of generalization. In contrast, both the proposed
methods achieve low concept accuracies, demonstrating better generalization. MPTune
and MPSelectTune obtain 58.0% and 56.3% average concept accuracy on unseen prompts,
respectively, which are similar to than their averages when trained and tested on all
prompts (61.6% and 55.5%). The slight decrease in MPTune’s concept accuracy is due

to the fact that the chosen prompt-types had higher than average concept accuracy. These
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results show that both the proposed methods generalize effectively to new prompt types.

4.4 Conclusions

In this work, we explore the design of an adversarial prompt-based fine-tuning for un-
learning concepts from an LLM. We propose a two stage approach called MPSelectTune,
that uses a multi-task loss function to fine-tune the LLMs for unlearning using the
worst prompt. Our experiments demonstrate that the proposed method is successful in
outperforming several recent state-of-the-art baselines, thus highlighting their efficacy in

the area of concept unlearning or concept erasure.






Chapter 5

Conclusion and Future Work

This thesis addresses two fundamental challenges in trustworthy machine learning: (i)
designing data-centric mechanisms to control trade-offs among multiple trustworthiness
objectives such as accuracy, fairness, and robustness, and (ii) developing robust concept
unlearning strategies for large language models (LLMs) that generalize across diverse
prompting conditions. Through two complementary contributions, this thesis demonstrates
that both data selection and prompt selection are powerful levers for building trustworthy
and controllable Al systems. In this chapter, we summarize the key contributions of the

thesis and discuss promising future research directions motivated by this work.

5.1 Summary of Contributions

The major contributions of this thesis can be broadly categorized into two parts: (1)
controllable data subset selection for trustworthy learning, and (2) prompt-type selection

for robust concept unlearning in LLMs.
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5.1.1 Controllable Data Subset Selection for Trustworthy Al
(VTruST)

To address the challenge of balancing competing trustworthiness objectives, this thesis

proposes VIruST, a data-centric framework for controllable training data subset selection.

* We introduce a unified value-function-based formulation that quantifies the contribu-
tion of individual training samples toward multiple trustworthiness metrics, including
accuracy, fairness, and robustness. These value functions are designed to be additive,

enabling principled combination through user-defined trade-off parameters.

* We formulate training data subset selection as an online sparse approximation
problem and propose a novel online Orthogonal Matching Pursuit (OMP)-based
algorithm. Unlike prior data valuation methods that require full dataset passes or
expensive retraining, VTruST performs efficient online replacement of training

samples while maintaining a fixed subset size.

* The proposed framework enables explicit control over trade-offs between trust-
worthiness objectives, such as accuracy—fairness and fairness—robustness, by
tuning a single hyperparameter. This provides practitioners with a transparent and

interpretable mechanism to explore Pareto-optimal solutions.

* Extensive experiments on social, image, and scientific datasets demonstrate that
models trained on VTruST-selected subsets consistently outperform state-of-the-art

baselines. while using significantly fewer training samples.

* Beyond performance gains, VTruST also provides data-centric explanations by
identifying influential training samples for different trustworthiness objectives,

thereby improving interpretability and auditability of the training process.
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5.1.2 Prompt-Type Selection for Robust Concept Unlearning in LLMs
(MPSelectTune)

While VTruST focuses on data-centric trustworthiness, the second contribution of this

thesis addresses the emerging problem of concept unlearning in large language models.

* We identify a key limitation of existing LLM unlearning approaches: their vulner-
ability to prompt variation. We show that a model may appear to have unlearned a

concept on average, while still retaining the concept under certain prompt types.

* To address this issue, we propose a novel two-stage framework consisting of
Multi-Prompt Tuning (MPTune) and Prompt-Type Selection Tuning (MPSelect-
Tune). In the first stage, the model is fine-tuned using multiple prompt types and a

multi-task loss that jointly optimizes task accuracy and concept randomization.

* In the second stage, we introduce an adversarial prompt-type selection strategy that
identifies the worst-case prompt type, the one yielding the highest concept prediction
accuracy, and further fine-tunes the model using only this prompt type. This ensures

robust concept unlearning across all prompts.

* Experimental results on multiple benchmarks, model architectures, and datasets
demonstrate that MPSelectTune consistently improves main task accuracy (by up to
15%) while reducing worst-case concept accuracy by up to 17% compared to recent

baselines.

* The proposed method also significantly reduces spurious correlations between task
and concept predictions, as measured by the spuriousness score, while preserving

general language understanding ability as verified through MMLU evaluations.

5.2 Future Work

This thesis opens several promising avenues for future research, spanning data-centric

learning, LLLM alignment, and trustworthy Al.
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Extending VIruST to LLM Fine-tuning: While VTruST is evaluated on clas-
sical machine learning and deep learning models, a natural extension is to apply
value-function-based subset selection to large-scale LLM fine-tuning. This could
significantly reduce computational costs while enabling controllable trade-offs

between safety, fairness, and task performance during instruction tuning.

Automatic Prompt-Type Discovery and Selection: MPSelectTune currently
operates on a predefined set of prompt types. An important direction is to develop
automatic prompt generation and clustering methods that discover adversarial

prompt families, enabling fully automated and stronger unlearning guarantees.

Multi-Class and Multi-Concept Unlearning: The current formulation of MPSe-
lectTune focuses on binary or single-concept unlearning. Extending the framework
to handle multi-class and multi-concept settings—where multiple sensitive attributes

or harmful concepts must be unlearned simultaneously—remains an open challenge.

Unified Data and Prompt Selection Frameworks: A particularly exciting direction
is to combine the ideas from VTruST and MPSelectTune into a unified framework
that jointly selects training data subsets and prompt types. Such a framework could
provide end-to-end controllability over trustworthiness in both data-centric and

prompt-centric learning paradigms.

Theoretical Guarantees and Certification: Finally, future research can focus
on developing theoretical guarantees for value-function-based data selection and
prompt-type-based unlearning, including robustness bounds and certification of

concept removal.

In conclusion, this thesis demonstrates that principled selection of data in classical

learning settings and of prompts in LLM-based systems plays a central role in achieving

trustworthy, interpretable, and robust AI. We hope that the ideas and frameworks intro-

duced in this work will inspire further research at the intersection of data-centric Al, LLM

safety, and trustworthy machine learning.
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